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ABSTRACT
Drug trafficking on darknet based marketplaces has become a highly concerning topic in law
enforcement activities, recently. Even though Darkmarkets represent only a tiny fraction of the
global drug trade, they are changing the drug markets social networks, introducing a new
paradigm of the link between vendors and buyers of drugs. The aim of this study is to critically
review the darkmarkets’ ecosystem and the previous literature regarding these new
marketplaces, trying to investigate how the drug trade is changing with these new technologies,
and the role of organised crime (OC) in these new illegal markets. And trying to understand
how and whether is it involved OC on these cyber drug markets and the chain behind them.
Despite opinions of part of the academy, the results show that there are no empirical evidences
of direct involvement of OC as vendors in darkmarkets. However, there are evidences of an
indirect role of OC in darknet drug trafficking, as supplier of illegal drugs to the online-vendors.
KEYWORDS: Drug Trafficking, Darkmarkets, Organised Crime, Cyber Crime, Online Drug
Markets.
Introduction
A darkmarket, or cryptomarket, is a darknet-based platform that propose a wide range
of illicit goods and services with a predominancy of illicit drugs proposals of sale (Aldridge &
Décary-Hétu, 2016; Martin, 2014). The proliferation of darknet (a small part of the Deep Web)
based marketplaces of drugs within contemporary cyber drug markets is a factor of increasing
public opinion and law enforcement concern. Online drug communities are increasingly
innovative in their capacities to sale drugs, providing information for users about drug quality
and providing advices around optimal use (Barratt, 2012; Broséus et al., 2016).
The widespread diffusion of new Darkmarkets, has been enabled by the combination of
payments through cryptocurrencies that are scarcely traceable (e.g. Bitcoin or Monero), The
Onion Router (TOR) network, and the encryption of private messages (Dordal, 2018; Martin,
2014; Me & Pesticcio, 2018). Due to these anonymizing factors, on darknet markets, vendors
and buyers can safely trade unlawful goods and commodities, with profoundly mitigating risks.
This paper aims to critically review the darkmarkets’ ecosystem and the previous
literature regarding these new marketplaces, trying to investigate how the drug trade is changing
with these new technologies, and the role of organised crime, trying to understand how and
whether is it involved OC on these cyber drug markets and within the chain behind them.
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Method
This study employed direct observation of principal international darkmarkets
platforms, including “Berlusconi Market”, “Silk Road 2.0”, “Silk Road 3.0”, “AlphaBay”,
“Hansa Market”. In addition, previous literature statements and data gathering were used to
conduct the research (Aldridge & Décary-Hétu, 2016; Leukfeldt et al., 2017; Soska & Christin,
2015). Open Source data of law enforcement operations against darkmarkets were used in order
to analyze the specific characteristics of vendors, buyers and networks of cryptomarkets
(Europol, 2015; U.S. Immigration and Customs Enforcement, 2016). Furthermore, the research
employed face to face interviews with European law enforcement analysts.
Darkmarkets ecosystem
Darknet markets, cryptomarkets or darkweb-based marketplace consist of websites,
which are similar to online platforms that facilitate trade, such as eBay or Amazon (Barratt,
2012). The reliance on encryption technology and anonymization differentiates cryptomarkets
from others online platforms (Martin, 2013). These technologies, combined with a user-friendly
interface, allow illicit trades to take place in easy-to-use platforms without any direct meeting
and with identities and locations anonymized, making darkmarkets a fertile ground for illicit
trades, creating several problems to law enforcement agencies investigation (Bakken et al.,
2017; Tzanetakis, 2018). The first darknet market of notoriety was Silk Road, in operation from
January 2011 and sized by the US Federal Bureau of Investigation (FBI) in October 2013
(European Commission & Europol, 2017; Martin, 2013). Silk Road 2.0 was launched soon after
the seizure of Silk Road, and since that time there has been a proliferation of darknet markets,
with an estimation of over 100 marketplaces having emerged to date (European Commission &
Europol, 2017).
Considering their life on the dark side of the web, most of enduring markets, such as
Valhalla, Dream Market and Outlaw Market operated for a mean of just under four years; the
majority remained active for just over eight months and marketplaces such as AlphaBay, Silk
Road 3.0 and Silk Road lasted for between one and two years (European Commission &
Europol, 2017). From January 2019 the most important Dark Market was Berlusconi Market,
with more than 100.000 announcement of illegal goods (Guardia di Finanza, 2019). Italian
Economic Law Enforcement force, Guardia di Finanza, in November 2019 arrested three
administrators of Berlusconi Market, making It no more longer operational (Guardia di Finanza,
2019). This is the fourth case of putting down a Black Market from law Enforcement, after the
operations of FBI and Dutch Police versus “Silk Road”, “Alpha Bay”, “Hansa Market”
(Europol, 2015; FBI, 2015a, 2015b).
The collaboration and information sharing between international law enforcement
agencies is clearly crucial to mount an effective response to the exponential growth of darknet
markets (Reitano et al., 2015).
As evidenced, law enforcement operations are based on take-downs of illegal online
markets; however, the result of these operations has been outlined by several studies that
generate only the displacement of vendors and buyers to alternative online markets, resulting
not very effective measures to affect the volume of sales on darknet (Décary-Hétu &
Giommoni, 2017; Soska & Christin, 2015). Different approaches to face darkmarket’s trade can
be focused on targeting reputation system and feedbacks of online traders, destabilizing their
activities mining their credibility (Décary-Hétu & Giommoni, 2017; Soska & Christin, 2015).
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Drug trafficking on Darkmarkets
The trade in illicit drugs is the stronghold of most of Darknet markets: most of the
activities on darkmarkets is drug related (Europol, 2017; Me & Pesticcio, 2018). It is estimated
that 57% of Dark markets listings offer drugs (Soska & Christin, 2015; World Drug Report
2018, n.d.). In spite of their proliferation and exponential growth (Aldridge & Dècary-Hètu,
2016; Aldridge & Décary-Hétu, 2016), Darkmarkets represent only a tiny fraction of the global
drugs trade (Aldridge & Dècary-Hètu, 2016). However, drug cryptomarkets represent a new
form of trafficking: they have the potential to transform local offline markets for illegal drugs
by providing a new channel for drug flow across locales (Aldridge & Décary-Hétu, 2016).
There is a growing view among researchers that decentralized networks now provide the bulk
of various drug markets (Dorn et al., 1992; Heber, 2009; Malm & Bichler, 2011; Martin, 2013):
this view radically contrast with earliest models of drug distribution, where centralized and
hierarchical Organized Crime (OC) groups were considered, often mistakenly, to have played
this central function (Edwards & Levi, 2008; Kenney, 2007). In this context, for instance,
SilkRoad and the others darkmarkets, functions under a direct distribution model: there is no
necessity for the involvement of drug traffickers, brokers, wholesalers, street retailers or other
intermediary (Christin, 2013; Hout & Bingham, 2013; Martin, 2013). Drugs can simply be
posted online directly from producers to consumers, without the necessity for personal contacts
or interactions between the parties (Aldridge & Dècary-Hètu, 2016; Aldridge & Décary-Hétu,
2014b; Martin, 2013).
The reduced number of intermediaries and involved parties generate more efficient
operation of the network, meaning fewer price increases and less necessity for product
adulteration (Martin, 2013). In addition, darkmarkets have regulatory mechanisms such as
Escrow, seller and buyer trust metrics, marketplace adjudication of disputes (Christin, 2013),
that remove part of the instability of illegal markets that usually generate conflict and violence
(Aldridge & Dècary-Hètu, 2016; Aldridge & Décary-Hétu, 2014b, 2016; Heber, 2009; Martin,
2014).
Buyers and vendors characteristics
Previous research has investigated information on those purchasing drugs through
darknet markets: from the analysis of Silk Road users, they found that most of them were male,
with an history of drug use (Barratt et al., 2014; Hout & Bingham, 2013). Looking for motives
for buying drugs on the darknet, studies highlighted that people decided to buy drugs from Silk
Road because it offered a wider range of drugs, better quality and greater convenience than was
usually available offline (Barratt et al., 2014). Additionally, it has been found that darkmarkets
are attractive to buyers that perceive them as safer environment in which to buy drugs because
of the absence of personal contact with dealers, deleting all sorts of risk of potential violence
(Barratt & Maddox, 2016; Martin, 2013). However, while the risks of direct contact with drug
vendors may be removed on darkmarkets, there are some other risks involved in buying from
darknet markets: for instance, while the seller’s location remains anonymous in web-based drug
transactions, a delivery address is required for the buyer: this may leave to the risk of “doxing”
– the practice of publishing personal information about an individual – or it can augment the
probability to be exposed to the risk of fraud and blackmail, as well as being identified by law
enforcement (Aldridge & Décary-Hétu, 2016; European Commission & Europol, 2017).
As mentioned before, darkmarkets provide the possibilities for drug dealers to extend
their customer base outside their controlled physical area, an extension that would not have
been possible in physical world because of rivalry with others drug dealers (Morselli et al.,
2011).
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Drug vendors operating on these markets are able to interact with unknown customers,
with the trust given by the anonymity mechanisms built in to the marketplace (Martin, 2014),
but even from the feedback left by previous customers. In fact, vendors can openly advertise
their products for sale to any user of the marketplace across the globe, even earning online
‘reputation’ scores from the diverse feedback and reviews left by previous buyers (Aldridge &
Décary-Hétu, 2016). Previous studies refers that the top 1% most successful vendors are
responsible for 51.5% of all transactions on Darknet markets (Soska & Christin, 2015).
Organised crime role on Drug Trafficking on Darkmarkets
As analysed before, darkmarkets-based drug distribution presently accounts for a tiny,
but steadily growing share of the global trade in illegal drugs (Christin, 2013; Martin, 2013).
Silk Road and the other darknet marketplaces have the potential to transform traditional drug
distribution network, with long-term implications for the global drugs industry (Martin, 2013).
In fact, more direct web-based distribution networks between drug consumers and producers
may significantly restrain the involvement of narco-traffickers, Organised Crime and streetlevel gangs in global and local drug distribution (Martin, 2013).
According to previous statements, it would seem that Organised Crime is excluded from
the landscape of darkmarkets business, because producers directly contact people. There are
different opinions regarding the involvement of Organised Crime in drug distribution in
darkweb. According to the Europol’ s report about “How illegal drugs sustain Organised Crime
in the EU”: on darkmarkets “While it is assessed that the majority of vendors are lone offenders,
dealing in small amount, it is reported that many of the ‘top sellers’ are likely organised crime
groups earning significant profits “ (Europol, 2017, p. 9). However, according to some others
researchers and institutions, even if existing literature suggests that it is likely that the
criminogenic characteristics of cyberspace are attractive to OC (Broadhurst et al., 2014; Choo
& Smith, 2008; Europol, 2017), undeniable proof of the presence of OC online is so far missing
(Lavorgna, 2018; Leukfeldt et al., 2017; McCusker, 2006; RC Van der Hulst, 2008).
Organised Crime is often accused of as being used as “a catchphrase to express the
growing anxieties” on the growth of illicit markets (Leukfeldt et al., 2017; Paoli, 2002).
Therefore, it would seem that the alleged link between cyberspace and OC lacks of sufficient
empirical evidences, and that seems to be more part of a process of “moral panic” (Lavorgna,
2018; Lusthaus, 2013)
As evidenced, Darknet markets are locate into the global illicit supply chain: they
provide a novel form of retail distribution, having an impact on the last mile of the supply chain,
leaving existing trafficking routes intact (Dittus et al., 2018; Duxbury & Haynie, 2018; Weber
& Kruisbergen, 2019).
In conclusion, it is not clear the direct role of OC on darkmarkets, it is not even clear if
there are vendors directly related or associated to OC, however it is important to consider that
Mafias often works at the level of “supplier” of drugs, providing the link between international
drug markets and local sellers, and often rely on diverse supply chains and a plurality of retailers
(Dorn et al., 1992; Paoli, 2004), even in darkweb. Therefore, even though OC may not be
directly involved in drug trafficking on darkmarkets, there are evidences that organised
criminals act as providers for vendors (Weber & Kruisbergen, 2019).
Conclusions
It is undeniable that the size of the Darkmarkets analysed were negligible in comparison
to the overall international drug trade: for instance, revenues on Silk Road were calculated in
tens of millions of dollars whereas the international drug trade is measured in hundreds of
billions of dollars (Aldridge & Décary-Hétu, 2014b; Thoumi, 2005). However, the importance
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of the scalability and exponential growth of darkmarkets not stem from the revenues it has
generated, but rather from the impact it is likely to have on how drugs are bought and sold in
the future (Aldridge & Décary-Hétu, 2014b). There is a strong possibility of being in front a
potential and actual transformative criminal innovation. As previously analyzed these markets
are not immune from the presence of OC, especially thinking about the chain of illegal
smuggling: the wholesalers of drugs are usually part or strictly affiliate to OC (Dorn et al., 1992;
Heber, 2009; Paoli, 2004). There is a strong possibility that the lower level of drug distribution
networks may use darkmarkets to streamline their activities and reduce their risk of arrests
(Martin, 2014). This process can potentially change how drug markets operate in a way that
may set back regulation efforts by decades, such as computers have changed the way we
manage and consume information (Aldridge & Décary-Hétu, 2014; European Commission &
Europol, 2017; Martin, 2014).
It is undeniable that Law enforcement and policy makers should think about different
strategies, instead of crackdowns, in order to face the problem of illegal online drug trafficking.
Different approaches to face darkmarket trade can be focused on targeting reputation system
and feedbacks of online traders, obtaining the destabilization of illicit activities by mining
vendors’ credibility (Décary-Hétu & Giommoni, 2017; Soska & Christin, 2015); furthermore,
agencies should focus their efforts on targeting the small fraction of vendors responsible for
most of sales, forcing buyers to find new suppliers and to build up trust again with them
(Décary-Hétu & Giommoni, 2017; Soska & Christin, 2015).
In conclusion, darkmarkets are rapidly growing and their threats are exponentially
growing with them. It is therefore a task of no small priority for criminologists, academia, law
enforcements and intelligence agencies to conduct further research on these new forms of
trafficking and try to elaborate effective strategies of contrast, in order to shine a light into the
deeper recesses of the darknet.
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